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[bookmark: _Toc143865162]BACKGROUND and motivation
[bookmark: _Toc143865163]executive summary
A group of FPT University students developing the Travel Journal platform, which enables users to store, manage, and share photos, travel information, and locations they have visited. The platform aims to create a community for sharing travel experiences while providing a visual interface that allows users to review their journeys through timelines and interactive maps.
The project aims to leverage AWS Serverless services to build a travel application that offers high scalability, strong security, and optimized cost efficiency.
Users can upload their travel photos to the platform to preserve memorable moments from each journey. They can add notes describing their experiences and emotions for each photo or destination. The system automatically identifies scenes in the images using Amazon Rekognition and displays this information back to the user. Additionally, users can view their entire travel route through an interactive map where all tagged locations are visualized along their path. They can create travel collections, share their travel profiles with the community, and securely store all their data through AWS S3 and DynamoDB
The partner will support the student team in implementing the Travel Journal platform by designing and building a fully serverless AWS architecture aligned with Well-Architected best practices. This includes deploying AWS Lambda, API Gateway, DynamoDB, S3, Cognito, Rekognition, and Location Service to ensure a scalable, secure, and highly available system. The partner will also set up an automated CI/CD pipeline using CodePipeline and CodeBuild, configure CloudWatch for monitoring and alerting, and apply security controls such as IAM least-privilege, KMS encryption, and network protection through CloudFront and WAF. Finally, the partner will deliver technical documentation, operational guidance, and training sessions to ensure the student team can independently manage and extend the platform in the future.
[bookmark: _Toc143865164]PROJECT SUCCESS CRITERIA
· Ensure 99% uptime for the entire platform through the AWS Serverless architecture, minimizing service disruptions and maintaining continuous availability.
· User authentication and login are securely handled through Amazon Cognito with optional or mandatory MFA, meeting modern security standards.
· Infrastructure operating costs remain stable at under USD 70 per month, aligning with the student team’s budget and cost-optimization goals.
· A full CI/CD pipeline is established using AWS CodePipeline and CodeBuild, achieving 100% automation for build, testing, and deployment processes.
· Data security is ensured through S3 encryption, DynamoDB encryption, and IAM least-privilege policies, enabling the system to achieve 100% compliance with defined internal security requirements.
· CloudWatch Logs, Metrics, and Alarms are integrated to monitor system performance and deliver alerts within less than 1 minute whenever errors occur or resource usage exceeds thresholds.
· The mapping and geolocation system (AWS Location Service) accurately displays more than 95% of user-tagged locations along their travel journeys.

[bookmark: _Toc143865165]Assumptions
· Prerequisites:
· The customer provides access to the AWS Account (IAM Role/Access) required for deploying the infrastructure.
· The development team has an existing frontend codebase (React) and backend logic ready for integration with AWS services.
· End users have stable Internet connectivity to upload photos and view maps.
· Uploaded images and travel data are valid and do not violate any legal or content policies.

· Dependencies:
· The solution depends on core AWS services including S3, Lambda, DynamoDB, Cognito, Rekognition, and Location Service.
· The system relies on AWS CloudFront to ensure low-latency global content delivery.
· Dependence on GitHub as the source code repository for both frontend and backend, and as an integration point for CI/CD with CodePipeline.
· Dependence on OpenStreetMap (or OSM-based data) if used as an additional map source during frontend development.
· Dependence on frontend libraries such as React, Leaflet, MapLibre GL JS, or AWS Location Maps SDK for map rendering and UI interactions.
· Dependence on the end user's Internet connection, which directly affects image upload speed and map rendering performance.
· Dependence on the accuracy and performance of AWS Rekognition models, which may vary based on AWS algorithm updates.

· Constraints:
· S3, DynamoDB, and other AWS services must reside within the same region to optimize cost and latency.
· Rekognition incurs charges per processed image, so image sizes must be optimized to avoid exceeding the projected budget.
· CloudWatch Logs may increase costs if log retention is not properly configured.

· Potential Risks:
· Rekognition costs may increase if the number of uploaded images exceeds the initial projection.
· Inaccurate image recognition results (false positives from Rekognition) may negatively impact the user experience.
· Network issues or slow Internet connections on the user side may degrade the experience when uploading images or viewing maps.
· If users do not grant location permissions, the travel route visualization feature may become inaccurate or unavailable.
· Misconfigurations in IAM policies may cause restricted service access or introduce security risks.

· Assumptions: 
· The volume of image uploads will not exceed expected levels, preventing cost overruns in Rekognition or S3.
· Users will grant the application permission to access location information when tagging positions on the map.
· User behavior (uploading images, viewing maps, viewing timelines) remains stable without generating significant traffic spikes.
[bookmark: _Toc143865166]SOLUTION ARCHITECTURE / ARCHITECTURAL DIAGRAM
[bookmark: _Toc143865167]Technical Architecture Diagram
Travel Journal is built using a fully serverless architecture on AWS, optimized for scalability, cost efficiency, and simplified operations. Static frontend content is hosted on Amazon S3 and delivered globally through Amazon CloudFront, with AWS WAF and ACM providing TLS security and protection against common web threats. Users interact with the platform via a React-based web application to upload images, add travel notes, tag locations, and view interactive maps generated by Amazon Location Service or OpenStreetMap tiles.
All backend interactions are processed through Amazon API Gateway, which routes authenticated requests (via Amazon Cognito) to AWS Lambda functions responsible for business logic such as handling uploads, storing metadata, invoking Rekognition, and returning processed data to the client. Uploaded images are stored directly in Amazon S3, where upload events trigger Amazon SQS (Main Queue) to orchestrate asynchronous processing. Lambda workers consume these messages, analyze images through Amazon Rekognition, and store classification results and journey metadata in Amazon DynamoDB. A Dead Letter Queue (DLQ) ensures fault isolation and reliable retry handling.
Travel routes, geolocation tags, and trip timelines are persisted in DynamoDB and visualized in the frontend using Amazon Location Service. Operational monitoring relies on Amazon CloudWatch Logs, Metrics, and Alarms, with AWS X-Ray used for tracing distributed requests. Critical system alerts are pushed to administrators through Amazon SNS. Overall, the architecture adheres to AWS Well-Architected Framework principles, ensuring security, reliability, operational excellence, performance efficiency, and cost optimization.
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· Tools & Technologies Used
· AWS Services: S3, CloudFront, Route53, ACM, WAF, Cognito, API Gateway, Lambda, SQS, DynamoDB, Rekognition, Location Service, CloudWatch, SNS, KMS, Secrets Manager.
· DevOps: GitHub, AWS CodePipeline, AWS CodeBuild.
· Frontend: ReactJS, MapLibre/Leaflet (optional), AWS Location Maps.
· IaC: AWS CDK or CloudFormation.

[bookmark: _Toc143865168]Technical Plan
Amazon Web Services will develop scripts using AWS CloudFormation. This will allow for quick and repeatable deployments into AWS accounts. Some additional configuration such as WAF rules, IAM permission boundaries, CloudFront behaviors, and network-related policies may require approval and will follow these processes to ensure compliance and operational alignment. All critical paths will include extensive coverage. Please refer to Appendix x for test-cases

[bookmark: _Toc143865169]Project Plan
Amazon Web Service will adopt the Agile Scrum framework over x8 2-week sprints. Stakeholders from team are required to participate in Sprint Reviews and Retrospect. The following team responsibilities is proposed Frontend Developer, Backend Developer, DevOps Engineer. Communication cadences are based on weekly status meetings and daily stand-ups. Knowledge transfer sessions will be conducted by the AWS delivery team, covering architecture, CI/CD, operations, and best practices.


[bookmark: _Toc143865170]Security Considerations
Amazon Web Services will implement AWS security best practices such as enabling MFA on account access, applying IAM least-privilege policies, and enforcing secure authentication through Amazon Cognito with optional or mandatory MFA. AWS CloudTrail and AWS Config will be configured for continuous monitoring of activities and compliance status of resources, ensuring full traceability and visibility across the platform. Additional infrastructure protection will be provided through AWS WAF, CloudFront security headers, and ACM-managed TLS certificates.
Critical data such as images and user metadata will be encrypted using Amazon S3 and DynamoDB encryption with AWS KMS. Secrets and sensitive configuration values will be managed securely via AWS Secrets Manager. Operational monitoring will rely on CloudWatch Logs, Metrics, Alarms, and AWS X-Ray for request tracing and anomaly detection.
Incident management will be handled through automated Amazon SNS notifications for system errors, SQS backlog issues, or Lambda failures, with a Dead Letter Queue (DLQ) in place to ensure failed messages are preserved for investigation. [Customer] will share their regulatory control validation as inputs for [Partner] to ensure all security objectives and compliance requirements are met.
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[bookmark: _Toc143865172]Activities and deliverables
	Project Phase
	Timeline 
	Activities
	Deliverables/Milestones
	Total man-day

	Assessment
	Week 1-4
	• Team onboarding and role assignment (SA, FE, BE, DevOps, QA)
• Learning and practicing core AWS services: S3, Lambda, API Gateway, DynamoDB, Cognito, SQS, CloudFront, Rekognition, CloudWatch
• Learning Git/GitHub workflow and Agile Scrum
• Requirements discovery and clarification for the Travel Journal project
	• Team readiness and capability report
• Summary of AWS knowledge learned
• Initial requirements analysis document

	18 man-day

	Architecture Design & Planning
	Week 5
	• Analyze Travel Journal use cases
• Architecture design – version 1
• Architecture revision – version 2 (cost optimization & pipeline simplification)
• Finalized architecture – version 3 following AWS Well-Architected Framework
• Define MVP scope and create sprint plan
	• Final technical architecture diagram
• Solution design document
• Sprint plan & MVP feature list

	10 man-day

	Setup base infrastructure
	Week 6
		



	• Configure IAM, MFA, CloudTrail, AWS Config
• Create S3, DynamoDB, API Gateway, Cognito, SQS
• Set up CloudFront + ACM + basic WAF rules
• Build CI/CD using CodePipeline + CodeBuild
• Write IaC using CloudFormation



	• Completed AWS environment
• End-to-end CI/CD pipeline
• Full IaC templates for infrastructure

	14 man-day

	Setup component 1
	Week 7-8
		



	• Develop Lambda + API Gateway for image upload, trip management, metadata
• Implement S3 → SQS → Lambda asynchronous processing pipeline
• Integrate Amazon Rekognition for image analysis
• Store metadata in DynamoDB
• Backend performance tuning and cost optimization



	• Backend API v1 completed
• Rekognition processing pipeline operational
• DynamoDB fully structured and populated
	26 man-day

	Setup component 2
	Week 8-9
	• Develop React UI: image upload, timeline, trip pages
• Integrate Cognito registration/login
• Implement interactive maps using AWS Location Service or OSM
• Deploy frontend to S3 + CloudFront
• Integrate frontend and backend
	• React frontend v1 completed
• Map and upload features functional
• Frontend deployed through CloudFront
	22 man-day

	Testing & Go-live
	Week 10-11
	• Functional and integration testing
• Testing S3/SQS/Lambda pipeline
• Configure CloudWatch Logs, Metrics, and Alarms
• Conduct basic load testing
• Bug fixing and MVP stabilization
	• Test report
• MVP stable and ready for launch
• Completed monitoring and alerting setup
	16 man-day

	Handover
	Week 12
	• Prepare runbook, architecture documentation, and operation guidelines
• Knowledge transfer: CI/CD, CloudWatch, IAM
• Final demo and project handover to mentor/instructor
	• Complete handover & operational documents
• Final demo accepted
	8 man-day



[bookmark: _Toc143865173]OUT OF SCOPE
· Development of native mobile applications (iOS/Android).
· Advanced social networking features (comments, likes, user follow system, newsfeed).
· Deep optimization for handling millions of concurrent users.
· Zero-trust architecture or compliance with high-security standards (HIPAA, PCI DSS, etc.).
· A large-scale recommendation engine based on user behavior.
[bookmark: _Toc143865174]PATH TO PRODUCTION
The POC/MVP will be developed based on the core use cases outlined in the previous sections, including image uploads, basic trip management, scene recognition, and interactive map visualization. This version will not include several advanced capabilities required for a full production deployment. The following sections will describe the remaining gaps that need to be addressed prior to going live.
The Production environment will require further refinement to ensure operational optimization, including enhanced error handling and retry mechanisms across the S3 → SQS → Lambda pipeline, expanded performance and security testing coverage, and the implementation of complete security configurations (IAM, WAF, CloudFront security headers). These enhancements are necessary to ensure stable operations and full alignment with the AWS Well-Architected Framework.
[bookmark: _Toc143865175]EXPECTED AWS COST BREAKDOWN BY SERVICES
               AWS Pricing Calculator
· User traffic is estimated at a light to medium level, with 5,000–10,000 image uploads per month.
· Images have an average size of 2–4 MB, optimized before being stored in S3 to reduce storage and Rekognition processing costs.
· Rekognition requests follow a 1:1 ratio with the number of uploaded images, excluding any advanced AI features outside the MVP scope.
· DynamoDB uses the On-Demand capacity mode, suitable for unstable or unpredictable early-stage workloads.
· API Gateway and Lambda usage is estimated based on average traffic, with no significant spikes or large bursts.
· All data is stored within a single AWS Region to avoid cross-region data transfer costs.
· CloudFront usage is estimated at 50–100 GB/month of outbound traffic.
· CloudWatch Logs are configured with a 30-day retention policy to control logging costs.
· The architecture is fully serverless, with no use of EC2, EKS, or other traditional compute services.
· Costs for SQS, SNS, and Amazon Location Service are estimated based on moderate usage, excluding advanced mapping features.
· Costs do not include any Out of Scope items such as mobile applications, social features, or advanced AI functionalities.

[bookmark: _Toc143865176]TEAM
Partner Executive Sponsor
	Name
	Title
	Description
	Email / Contact Info

	AWS
	Serverless Cloud Provider & Executive Sponsor
	Provides serverless infrastructure for the Travel Journal application using AWS Lambda, API Gateway, DynamoDB/S3, IAM security, and automatic scalability with high availability and cost optimization
	https://aws.amazon.com/
support@aws.amazon.com


	 
Project Stakeholders
	Name
	Title
	Stakeholder for
	Email / Contact Info

	Châu Gia Kiệt
	Technical Reviewer
	Represents end-user needs and user behavior for the Travel Journal application
	kietcgse180513@fpt.edu.vn
SE180513
0836769459

	Nguyễn Trúc Quỳnh
	End-User Representative
	Gathers and clarifies requirements, ensuring all use-cases align with project objectives
	quynhntse180280@fpt.edu.vn
SE180280
0909763550

	Lê Trần Anh Khiêm

	Business Analyst (BA) Representative
	Oversees user experience, interface design, timeline layout, and map interaction flows
	khiem120805@gmail.com
SE190110
0839286855

	Nguyễn Xuân Hiếu
	UI/UX Stakeholder
	Reviews technical decisions, ensuring architecture and implementation quality
	hieunxse180069@fpt.edu.vn
SE180069
0866827817

	Trần Duy Khang
	Quality & Compliance Stakeholder
	Oversees product quality, testing standards, and compliance with operational requirements
	khangtdse184903@fpt.edu.vn
SE184903
0903898575



Partner Project Team
	Name
	Title
	Role
	Email / Contact Info

	Nguyễn Xuân Hiếu
	Solutions Architect
	• Designs the overall AWS architecture
• Reviews security, performance, and cost optimization
• Makes key technical decisions
• Supports backend and frontend teams when needed
	

	Châu Gia Kiệt
	Backend Engineer
	• Develops API Gateway + Lambda services
• Implements S3 → SQS → Lambda processing pipeline
• Integrates Rekognition and DynamoDB
• Assists the SA in complex technical tasks
	

	Lê Trần Anh Khiêm
	Backend Engineer
	• Optimizes image processing and metadata handling
• Performs backend testing and error-handling mechanisms
• Supports DevOps in writing basic IaC
	

	Nguyễn Trúc Quỳnh
	Frontend Engineer
		


• Develops React user interface
• Integrates Cognito authentication flows
• Implements image upload UI and trip timeline
• Integrates interactive maps OSM
• Supports the Lead SA in architectural design and documentation
	

	Trần Duy Khang
	Frontend Engineer
	• Designs and implements user interface components for the Travel Journal web application
• Collaborates with Backend Engineers to clarify use cases and ensure smooth API integration.
• Supports the integration of the interactive map (OSM) into the frontend.

• Ensures responsive UI/UX and consistent visual design across all pages.
	


Project Escalation Contacts
	Name
	Title
	Role
	Email / Contact Info

	Nguyễn Xuân Hiếu
	Team Lead
	Project Manager
	


		

[bookmark: _Toc143865177]resources & cost estimates

	Resource
	Responsibility
	Rate (USD) / Hour

	Solution Architects (1)
	Architecture design, security implementation, system optimization, IaC review
	20 USD/h

	Engineers – FE/BE/DevOps (4)
	Develop React frontend, Lambda/API backend, and DevOps CI/CD pipelines
	12 USD/h

	QA Engineer
	Functional testing and performance testing
	8 USD/h



	Project Phase
	Solution Architects
	Engineers
	Other 
(Please specify)
	Total Hours

	Assessment & Requirements
	8
	32
	
	40

	Setup Base Infrastructure (S3, CloudFront, Cognito, API GW, Lambda)
	10
	40
	
	50

	Setup Component 1 (Image upload → S3, API, DynamoDB)
	8
	56
	
	64

	Setup Component 2 (Rekognition pipeline, Maps, SQS, DLQ, SNS)
	8
	56
	
	64

	Testing & Optimization
	4
	20
	12
	36

	Go-Live & Handover
	6
	24
	4
	34

	Total Hours
	44
	228
	16
	288

	Total Cost
	880 USD
	2,736 USD
	128 USD
	3,744 USD



Cost Contribution distribution between Partner, Customer, AWS:
	Party
	Contribution (USD)
	% Contribution of Total

	Customer
	3,744
	100%

	Partner
	0
	0%

	AWS
	0
	0%


[bookmark: _Toc143865178][bookmark: _Toc27643075]Acceptance
Upon completing each phase of the Travel Journal project, the team will submit the corresponding Deliverables to the reviewer/instructor, including source code, technical documents, architecture description, demo environment, and test results. The reviewer will have up to five (5) working days to evaluate whether each Deliverable meets the expected functions defined in the project scope.
If the Deliverable meets the requirements, the reviewer will provide an acceptance confirmation. If the Deliverable does not meet expectations, the reviewer will return feedback clearly describing the issues that need to be addressed. The project team will then fix the issues and resubmit the updated Deliverable for re-evaluation.
This process will repeat until the Deliverable satisfies the criteria of functional completeness, stability, and correctness. If no feedback is provided within the allotted review period, the Deliverable will be considered accepted by default.
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